ICS 131

Internet Voting

Kevin Margulieux

10952240

05/22/2003

Internet Voting


Computerized voting has the potential to revolutionize the entire American voting system. We must embrace this technology immediately and take advantage of the benefits it will produce. I propose a computerized voting system which addresses many of the issues surrounding electronic voting. The system will be reliable, easy to use, and it will  contain a verifiable paper trail to eliminate errors and create public trust in the system. Standards will be created and strict requirements will have to be met for a company to create and implement this system. With these in place, the American public can trust the system and the people running it,


In November of 2000, the American public took part in the nation’s forty-third Presidential election.  What they expected was a trustworthy voting system that would reliably count and record their votes, thus leading to an indisputable victory for one presidential candidate.  What they got instead was a shocking dose of reality on the current state of the unreliability of the presidential voting system.  The presidential election, with all its flaws, put the entire election process under intense scrutiny.  It turned out to be a very messy and unorganized system where voting procedures and technology varied from county to county.  Two major problems that the election revealed were voting for the wrong candidate due to the ambiguous design of ballots and problems with vote tallying.  The election dealt a heavy blow to the legitimacy and reliability of the entire American election system..  

Legitimacy in an election is crucial for a democracy to function, for democracy relies upon an unquestionable mandate from the people.  Should this mandate be open to question, then the legitimacy of the entire government is at stake  I believe that computerized voting can significantly improve the current situation—a situation in which it is not always clear which candidate has actually one.  I intend to propose a system that will address many of the pitfalls commonly associated with electronic voting systems.


Two issues when dealing with any networked computer system are security and reliability.  For a computerized voting system to be successful, it must meet stringent requirements in both of these categories.  Security can refer to many things, and in the case of computerized voting, it refers to voter authentication, vote integrity, vote privacy, and defense against denial-of-service attacks and malicious hackers.  With respect to reliability, a computerized voting system must meet several criteria.  These criteria include preparation for the most obscure failures, feedback given to the voter to let them know that their vote was counted correctly, procedures to protect against human errors, and the most important criterion of all: in the event that a failure does occur, the voter's vote must still be counted in some form. In order to attempt to satisfy all of these requirements, a system must make either a big sacrifice in one area, or many small sacrifices in multiple areas. Like the engineering adage, “speed, cost, reliability; pick two”, some sacrifices must be made. 


In order for any system to be completely trustworthy, its source code must be open for public review.  One obvious advantage of open source software is the ability for anyone to read through the code and find possible exploits and bugs—clearly, the more eyes that review the code, the less likely it is that some egregious error could slip though. Further, and perhaps most importantly, the American public will be able to know, without a doubt, exactly what the software is doing at all times.  This would not only create trust in the system, but it would also help to establish responsibility for any failures that the code might create.  For example, in a closed source system, if a failure were to occur, the software creator is usually immediately blamed for it.  If that same software was open source, not only would that bug most likely have been caught before the software is implemented, but anyone can go back and find exactly what caused the error.  This would point out the real culprit, whether it be installation problems, hardware problems, or some sort of malicious hacker. 


Although open source creates a lot of trust in the system as well as its inherent security benefits, opening up the source code is not sufficient enough to create perfect trust.  There is no substitute for the feeling of handing in your vote and seeing it drop into the voting box.  A truly adequate computerized voting system must be phased in with a similar idea in mind.  One reason why a paper voting system is so trusted by its users is the verifiable paper trail that it leaves behind.  Audit trails, whether computer-based or manually produced, typically form a “significant part of the front-line defense for fraud detection and prevention within systems.” (Mercuri, 2002) As was the case in the 2000 Presidential elections, there was a paper trail that could be used to determine errors, despite the fact that the voting machines themselves failed.  If the computer systems in a computerized voting system were to fail without some sort of verifiable paper trail, then there could be massive doubts as to which votes were authentic, and which were somehow forged. 


One option for a computerized voting system would be for some sort of voting kiosk at every voting precinct.  The user interface would be very intuitive and easy to use so that it would not create any problems for computer-illiterate voters.  In 2002, Florida instituted new sweeping changes to their voting system. Instead of punch cards, they used touchscreen computers, which ended up failing and causing many headaches on election day. (Mercuri, 2003) I recommend that the new kiosks be made of the same rugged materials that current ATM's are made of, which go through thousands of users every day. Instead of punching holes into punch cards, the kiosks would send the votes to some secure local or remote location.  In addition to this, a complete ballot would be printed out for record keeping and auditing purposes.  This ballot would have no personal information recorded on it, much like the current ballot system.  This feature would maintain voter privacy while creating a tangible audit trail.  The system could print out another copy as a 'receipt' for the voter, letting him or her know that his or her vote was cast correctly.  The official ballot could be printed with some sort of magnetic ink in a machine-readable form for quick, error-free scanning.  Many millions of checks are processed every day in a similar fashion, and these magnetically-enhanced ballots could be tabulated in much the same way.  Using this system, either the electronic or printed ballots could be used for the official votes.  In the event of suspected electronic forgery, the machine printed copies would be compared to the electronic votes. 


One advantage with the current system of mechanical voting is that it is possible to authenticate users while maintaining full voter privacy.  Many voters might be unwilling to use a new computerized voting system if that system attached their names to their votes.  No matter what promises are made by governments, as well as private companies, most people would not believe that their personal data would really be kept private.  The current authentication system works fairly well because no personal data is attached to the vote.  That is why I propose that the new computerized voting system have a similar authentication system to the one already in place.  Due to the fact that the current system does have flaws, changes must be made. One major error in the current system is that it is not too difficult to assume another’s identity at the voting polls.  The current authentication system does not require a photo ID to be presented before an individual votes.  I propose that some sort of stringent requirements be placed on the amount of identification required in order to vote.  Once the voter has registered and been checked in, they could be given some sort of randomly generated PIN number, perhaps placed into a magnetic strip on a card.  This number would not be tied to the voter in any way, and it would serve as a receipt of their vote.  With this system in place, any user could review the full voting results, complete with every single vote and PIN number that was recorded.  The voter could match up his or her PIN number with his or her vote, and verify that it was counted, while at the same time they could not determine any other specific person's vote.  This would serve two purposes.  One, it would allow the voter to verify that their vote was counted and thus improve the trustworthiness in the system.  It would also allow any person to tally all the votes to determine for themselves that there were no counting errors. 


Even if a new system was created that was perfectly secure, reliable, and did not create any racial or class discrimination, there would still be an issue as to the company of origin.  On January 29th, 2003, Capital Hill reported that Nebraska Republican Senator Chuck Hagel once ran, and is still a major stockholder in, the parent company of the company that counted 85 percent of the votes cast in his very own 2002 and 1996 election races. (Bowles, 2003)  This potentially creates a very dangerous situation where the system's creator has a heavy political affiliation.  One solution would be to open up the source code as well as the vote counting process.  Add to that a public database listing all votes, and the public would be assured that the integrity of the voting process was not compromised.  In addition, the company who creates the system should be publicly held and have their financial records and political affiliations publicly known.  Only when these requirements are met, will the public fully support and trust a new  computerized voting system.


The typical characteristics of computer systems are improved efficiency, cost savings, improved usability, and increased convenience.  These characteristics are exactly what is needed to help propel our current voting system into the next century.  With new easy-to-use computer kiosks and counting machines comes increased efficiency in using and counting votes.  Electronic votes could be available in minutes, if not immediately, thus saving the time and cost of counting every vote by hand.  Well designed and open sourced programs will also create a very easy to use and trustworthy system.  Once a standard is developed and software created, new voting terminals could easily be built and placed in other convenient places, thus improving efficiency and convenience.  One downsides to placing computer terminals inside every voting precinct would be a massive initial cost.  Although daunting at first, the potential for long term cost savings is enormous.  With every new system comes an initial cost, but there are also costs of keeping an old, antiquated system around also.  I don't know if the American public can bear the cost of seeing another botched Presidential election take place, especially when it could be avoided. Therefore, while it may not be cheap to initially install and develop secure computerized voting systems, it may very well be worth it in the long run if it restores confidence in the election process. 
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