Cryptography and the Government


Concerns about the lack of security online and potential loss of privacy prevent many computer users from realizing the full potential of the internet.  Everyday, millions of digital transmissions traverse the 

Information Superhighway, and without adequate privacy and security measures, all of this data is potentially compromised.  Powerful encryption technologies are designed to scramble and encode information so that only its intended recipient can read it.  Although these technologies are already freely available in the United States, our government believes that this technology is a threat to our national security and is this trying to limit its use outside the United States. These stringent export laws must be relaxed because by limiting the use of encryption technologies to inside the United States, the government is violating the Constitutional rights of its citizens, our own technologies will suffer by being less secure, and the high-tech industry will not be able to effectively compete in the global economy.

Cryptography is a term used to describe a collection of techniques, most often implemented as computer software that allows people to store and communicate information in secret.  In the global community, these techniques are increasingly important because they allow people to communicate and share information over long distances, while still protecting their privacy.  Cryptography is also an essential technology for electronic commerce, since it allows confidentiality, security, authentication, and electronic transactions that are irreversible.  Cryptographic techniques can be used to scramble digital data so that it is unintelligible to anyone who might intercept a message.  Although there are a variety of cryptographic techniques, all share one common feature.  Decrypting scrambled information requires knowledge of a secret key.  If the technique used to scramble the information is unsophisticated or weak, then it may be possible to determine the secret key by guessing. Since computer programs can keep on guessing and guessing tirelessly for days or weeks, many weak methods can be cracked this way.  On the other hand, mathematicians and computer scientists have developed some cryptographic techniques that are so sophisticated and strong that no amount of computer time or ingenuity can crack the code. If the secret key is kept secret, then the privacy and security of a message is protected.

The Federal Bureau of Investigation (FBI) and the Department of State have created a law called the International Traffic in Arms Regulations (ITAR), which is a set of administrative regulations controlling the export of munitions from the United States.  This law was created to control and monitor the selling of weapons and other munitions. Unfortunately, the United States government believes that a computer program can also be classified as munitions along with nuclear weapons, jet aircraft, and submachine guns. 

In charge of the ITAR list of munitions, the president of the United States allows printing and exporting of encryption programs in paper form due to the freedom of the press amendment. Although putting the same programs onto an electronic medium is considered by the government to be illegal and if caught doing do, you are immediately considered to be an illegal weapons dealer.  If you print a small three line program on a postcard and mail it out of the United States, the first amendment rights protect you from the government. However, it is illegal to send the same program out of the country electronically.  The ITAR is unconstitutional because software is a form of writing and it is protected by the first amendment. The idea that only paper books are first amendment protected, and electronic books are not, is a violation of the first amendment. In mid 1997, the U.S. District Court for the Northern District of California held that encryption software does constitute protected, expressive speech and said that the encryption export controls were unconstitutional (Bernstein v. USDOJ). And in 1981, the Ninth Circuit Court of Appeals stated. 
"[I]nsofar as the ITAR regulations on encryption software were intended to slow the spread of secure encryption methods to foreign nations, the government is intentionally retarding the progress of the flourishing science of cryptography. To the extent the government's efforts are aimed at interdicting the flow of scientific ideas (whether expressed in source code or otherwise), as distinguished from encryption products, these efforts would appear to strike deep into the heartland of the First Amendment" (The Government's Classification of Private Ideas). 


The fourth amendment says, "The right of the people to be secure in their persons, houses, papers and effects, against unreasonable searches and seizures, shall not be violated..." (Constitution). To be secure with documents and computers on the Internet, one must use encryption.  So the fourth amendment protects our right to use encryption.  Furthermore, if the government is classifying three lines of writing as 

"arms", and the second-amendment says, "the right to keep and bear arms shall not be infringed", would this not protect our rights as American citizens? However, the right to bear arms has been heavily infringed. The 

Constitution is the highest law in the United States of American. In any conflict between the Constitution and some lower law, such as the ITAR regulation, the lower law is voided for being "unconstitutional". My position is that the Supreme Court should strike down this law and pursue further legislation to relax the current laws.


When the Feds - be they the CIA, FBI, NSA, or Treasury Department - discuss cryptography, they make it sound as if anyone using it must be a child pornographer, drug smuggler, or terrorist.  This attitude pervades mainstream media, despite the observation that journalists might be more interested than other in acquiring secure communication tools. By banning the widespread use of cryptography, the United States government has attempted to halt the criminal's use of strong cryptography to fool the United States law enforcement. The problem with this tactic is that cryptographic tools can be found elsewhere on the Internet in a matter of minutes.  As Steven Levy points out, "once a software program appears on a file server, anyone in the world can download it: Pakistani hackers, Iraqi terrorists, Bulgarian freedom fighters, Swiss adulterers, Japanese high school students, Dutch child pornographers, or Columbian drug dealers.  On the Information Superhighway, borders are just speed bumps" (Levy 197).  The ITAR does not keep encryption software in the United States; it only limits United States companies to weak encryption methods that are easy to break into.  No matter how hard the government tries, it cannot stop all software being sent over the Internet.  So essentially, the laws enacted to restrict software are only harming businesses, not the individuals who are the bigger threat. 


The ITAR regulations hurt American businesses more than they help national security.  When American businesses are stifled by unfair laws and are unable to compete in the global economy, foreign customers will have to look towards other non-US businesses.  In a report put out by the National Research Council, in 1995, export controls cost an estimated $15 - $20 billion of lost exports, translating into more than 200,000 jobs (Electronic Privacy Information Center).  Our current policies for encryption are destined for the history books. Current legislation, policies and codes no longer reflect market reality or modern conditions. Within the past two years, countries such as Canada, Ireland, France, Finland, Belgium and Germany have announced or amended their current laws to relax their regulation of encryption programs. This is something the United States should follow suit with in order to keep pace with the other major foreign economic powers.  The recent report of the National Research Council makes it clear that there is a crisis in our current policy.  These problems will escalate if Congress fails to act. 


Our current export control policies were developed in an era when encryption was largely the tool of spies and soldiers.  The policies of our government, which emphasized secrecy and control, were appropriate in their day. But the world has changed.  Today encryption is stitched into commercial software like rivets hold together cars and planes.  It protects not only the confidentiality of communications, but also authentication and verification.  Encryption can even provide techniques for anonymous transactions that will promote commerce and protect privacy. Without good privacy and security, users of advanced networked services and consumers in the online world will literally take their business elsewhere.  They will look to services and suppliers in other countries that will provide the necessary technology for good privacy.

