
Technology and Software Controls
During the past five years, encryption technology has become more easily available to both individuals and businesses, giving them a level of security formerly accessible only by military, national security, and law enforcement agencies. As a result, a debate within the United States government about the proper balance between national security and personal freedom has started. Law enforcement and national security agencies would like to maintain tight control over civilian encryption technologies, while industry and privacy rights advocates fight to expand their ability to distribute and use cryptographic products as they please.

Encryption technology is based on strings of numbers called a key.  The more numbers in the key, the stronger the encryption.  For instance, the standard ATM code of four numbers would be harder to crack if it were ten numbers. The possible variations increase dramatically each time a number is added to a key, and thus more computing power is required to figure out all the possible combinations. Commercial encryption technology has evolved since the popular “Data Encryption Standard” (DES) was released to the public in 1977. (National Bureau of Standards) The DES and RSA (named after its inventors Rivest, Shamir, and Adelman) algorithms are generally considered two of the strongest algorithms on the market.  DES is a strong, private-key algorithm developed by International Business Machines (IBM) and made a standard by the United States government in the late 1970's. (Ivars)  RSA, in turn, is the most popular public-key algorithm.  It is based on the generation of prime numbers, using the fact that it is very difficult to factor the product of two very large prime numbers. 

Encryption hardware and software products incorporating DES and RSA are widely available both domestically and abroad.  In 1993, over two million installations of RSA were recorded in the United States alone.  By the end of 1994, this number rose to five million and by the end of 1995, it more than doubled. (Ivars) DES continues to be an important standard for encrypting data, particularly within the US and foreign financial communities.  The National Institutes for Standard and Technology (NIST) is in the process of recertifying DES as a national standard for the next five years.  However, the security of DES in the future is worrisome to some scientists, who believe that advances in microprocessor technology will soon render this standard obsolete. This is not a theoretical prediction; it is hard fact. In fact, the government’s standard 40-bit key has already been compromised by two French graduate students using their school’s computer. (Blaze)  Cheap and affordable chips customized to break encryption keys are readily available. For example, one chip, costing as little as twenty dollars, can crack a 40-bit key in about five hours. But many such chips can be used together to break a 40-bit key in about 24 seconds. Clearly, government encryption standards have become overtaken by advancing technology, leaving American’s handicapped in their ability to compete with foreigners.

This growth in the popularity of the Internet has created a huge demand for security.  Electronic mail users who desire confidentiality are demanding increasing levels of encryption. The increasing number of electronic funds transfers between banks has created the need for message authentication systems, to determine if a message has originated from its proper source and to determine if there has been any tampering.  One institution alone, the Clearing House Interbank Payment System, (CHIPS) currently moves an average of one trillion dollars each day via wire and satellite.  Strong encryption is necessary to provide security and authentication for these electronic money transfers. 

The market for encryption products is rapidly growing. This market trend is concurrent with the increasing use of personal computers, fax machines, and e-mail for electronic communications.  A large encryption market has also been created due to the increase of wireless communications, such as cellular telephones and wireless internet. There are already 88 million subscribers to cellular telephone services in the United States, with 40,000 new subscribers every day. (Business Week)  Since these phone calls are easier to intercept than wire-based ones, the demand for encryption technology will increase as concern for voice privacy increases. This growth in the market for encryption is occurring both in the United States and abroad.  According to the International Development Resource, the US data encryption market reached an estimated $384 million in 1991, and jumped to $988 million in 1996.  The total worldwide market, estimated at $695 million in 1991, grew at a similar rate, reaching $1.8 billion in 1996. (Ivars, See Appendix A)
Existing controls on the export of encryption software and hardware has been a topic of concern for United States manufacturers and vendors. Despite a 1991 Coordinating Committee on Multilateral Export Controls (COCOM) decision to decontrol all mass market software, including encryption software, as well as other commercial, dual-use items, United States export control policy continues to categorize many encryption items as 'munitions-related', thereby subjecting them to applicable export laws. Anyone wishing to export the strongest encryption products is therefore required, under the Arms Export Control Act, to obtain individual licenses from the Office of Defense Trade Controls at the State Department. This has led to a prohibition on export of encryption products using the popular RSA algorithm for file and data encryption.

Obtaining a license for these restricted encryption products includes a review of the product by the National Security Agency (NSA) to determine its exportability.  According to Scott Barnes, Chief of Research and Development at PensCo, this process normally takes between six and eleven weeks. (Barnes)  Some officials and business people say, however, a newly developed encryption product can actually take up to ten months to go through the review process. In the high-tech arena where product cycles are often measured in months, large market shares can be lost due to such delays.  Some industry representatives have complained that the average time it takes to obtain a similar license for encryption products outside the United States is much less. 

RSA-based products are already being used in encryption products manufactured in foreign countries including Japan, Russia, Germany, France, Austria, UK, Switzerland, Netherlands, Austria, Australia and Sweden.  The RSA algorithm, in fact, is also freely obtainable via the Internet, as is RSA-based encryption software. At this point it is not clear to United States companies why the US State Department is hindering the large rise of RSA technology now that it is no longer in a position to prevent it. Along with this, one must consider the trends towards implementation of encryption products in software, and the miniaturization of encryption hardware. Taken together, these trends indicate that it will become increasingly difficult to enforce the existing export laws, and tougher to prevent the spread of RSA-caliber algorithms.  Despite this, many government officials have continued to speak strongly in favor of continued restrictions on RSA, stating that attempting to control export of products using the algorithm still prevents a significant number of international terrorists, criminals, and unfriendly foreign powers from acquiring advanced encryption technology.  As a result, they believe that export restrictions on RSA remain in the United States' best interest, even if they may not always be fully effective.

The current export restrictions have a detrimental effect on many U.S. companies.  According to Bill Sullivan of PensCo: 
Export controls are estimated to have cost PensCo millions of dollars in lost revenue for cryptographic products due to rejection by foreign customers of the weaker encryption products United States companies are forced to supply, lost sales opportunities, and delays with paperwork necessary for obtaining the appropriate licenses. (Sullivan) 
Since RSA is already easily available overseas, Sullivan feels that existing export restrictions are simply placing an embargo on United States RSA-based products. Similar complaints have been voiced by other United States companies.  The Computer Systems Security and Privacy Advisory Board (CSSPAB) agrees that "current controls are negatively impacting U. S. competitiveness in the world market and are not inhibiting the foreign production and use of cryptography [DES and RSA]."

There are also many serious Constitutional questions brought up by these restrictions. What is the role of the Fourth Amendment, which reserves to the people the right “to be secure in their persons, houses, papers and effects”?  What constitutes an unreasonable search and seizure in cyberspace?  A concise First Amendment analysis of the encryption debate might consider an important question. Is encryption considered speech? In Daniel J. Bernstein v. United States Department of State, a case involving a former graduate student who claimed that the government violated his right to free speech by restricting his right to post an encryption program on the Internet, District Court Judge Marilyn Patel ruled that source code is speech. (United States) In her ruling, Judge Patel said that computer language, like all other forms of language, is protected by the First Amendment.
Due to the increasing public availability of strong hardware- and software-based encryption products, a debate over their regulation and has emerged.  The debate over regulation of encryption technologies is, in many ways, the continuation of an ongoing discussion in the United States about the proper balance between national security and individual freedom of action.  On one side of the debate are those agencies charged with defending America from crime, terrorism, and external threat, such as the Federal Bureau of Investigation (FBI), the NSA, the Central Intelligence Agency (CIA), the Department of State, and the Department of Justice (DoJ).  These powerful agencies, in turn, are challenged by advocacy groups and high-technology industries, which place a greater emphasis on individual rights, in particular personal privacy.

There are several powerful agencies which are leading the government’s effort to control encryption technology.  First and foremost among these is the NSA, which for years was the sole controller of strong encryption in the United States.  The NSA has two primary goals on its agenda.  According to their website, “[The NSA] coordinates, directs, and performs highly specialized activities to protect U.S. information systems and produce foreign intelligence information. A high technology organization, NSA is on the frontiers of communications and data processing.” If terrorists or foreign agents were to obtain and use strong encryption hardware or software, NSA's efforts to learn about and thwart their activities would be considerably more difficult. 

The FBI is primarily concerned with investigating serious crimes and thwarting domestic terrorism.  In a small number of important cases, such as those involving drug trafficking, organized crime, or terrorism, the FBI gathers information via wiretaps.  Indeed, wiretaps have been used in to gather evidence in 90% of terrorism cases brought to trial. However, the FBI has not been able to point to a single case to date where encryption has hampered their investigation of a case.

While the majority of the evidence points to a reduction in the encryption export laws, there are a small number of valid national security reasons for limiting the export of cryptographic capabilities, since these technologies may aid an opponent in time of war or other conflict. Perhaps just as important, US intelligence gathering capability can be eroded by the availability of high grade cryptography on a worldwide basis. Recently, it has also been alleged that the world-wide availability of cryptography would also seriously impede US drug enforcement and anti-crime efforts. While these reasons seem sufficient, many have pointed out that the widespread accessibility to the detailed specifications of DES and RSA and availability and existence of software and hardware outside the US have long since done whatever damage is going to be done in respect to fighting wars, crimes, and the sale of illegal drugs. This line of reasoning leads to the conclusion that these policies not only inhibit legitimate commerce, but have little impact on the other concerns expressed.

Currently, there is one obvious solution to this problem, complete decontrol of cryptographic tools. The current export legislation of strong encryption used by the United States public would be reconsidered and changed by the government at the direct expense of law enforcement and national security. This would please members of the public, for they would have maintained control over their privacy. United States manufacturers of encryption products would also likely benefit from this move.

I propose new legislation to amend the Export Administration Act to allow US computer and software manufacturers to compete in an international market that could mean as much as $6 billion to $9 billion a year to American high-tech industries. This bill would eliminate export controls on software that features encryption capabilities. This legislation would not interfere with the government's ability to control exports to nations with terrorist tendencies such as Iran, Libya and Syria or other embargoed countries such as Cuba.
This bill amends the Export Administration Act by adding a new section that specifically addresses exports of computer hardware and software that deal with information security using encryption. This new bill also has three distinct requirements. First, it gives the Secretary of Commerce exclusive authority over the export of such programs and products except those which are specifically designed for military use. Second, the government is prohibited from requiring an export license for the export of software or hardware which is already generally available simply because it incorporates such encryption algorithms. Third, the Secretary is required to grant licenses for exports of software to commercial users in any country that allows such imports. Importantly, the Secretary is not required to give approval if there is evidence that the software will be modified for military or terrorist use. 
I believe law enforcement and the intelligence community would be better served by finding real and targeted ways to deal with international terrorists and criminals rather than promoting such hindering policies, which restrict American industries' ability to design, produce, and market technology.


Presuming the wide availability of both DES and RSA technology, it seems to me appropriate and timely to re-examine US export control policy regarding these two algorithms. Now is an opportunity for progressive, forward-thinking approaches to electronic communications and the software industry.  Our national policy should reflect the realities of the technology and the public interest.  Needlessly crippling one of our most vital industries with a policy which is ineffective at meeting its stated goals is not in that interest.
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