



Why Do We Block Crypto?


For some time now, a debate has been raging in the media and in the halls of Congress over the US Government's intention to deny US corporations the ability to use and market high level encryption, encryption that has the potential to hide information from prying eyes. Although these technologies are freely available in the United States, the government believes that this technology is a threat to our national security and is thus trying to limit its use outside the United States. The limitations and restrictions on exporting encryption are due first and foremost to the government's goal over gathering intelligence from every part of the globe; secondly, the US law enforcement's wishes to quickly and efficiently catch criminals who are using encryption to hide their crimes; and finally World War II brought encryption into the military's eyes by allowing them to hide their war plans.


The most apparent cause of the creation of the export laws of high-level encryption is the government and their need to spy on the world.  Ever since the widespread use of the telephone started, the government has always been in the shadows with wiretaps and "bugs". The whole existence of the CIA (Central Intelligence Agency) has been to gather intelligence from both foreign and domestic sources via wiretaps. (Levy)  For most of the 20th century, the United States has used intercepted communications as a primary source of information about its adversaries.  Cryptanalytic breakthroughs were more vital to our victories in World War II than was the atomic bomb (Hodges).  High level encryption destroys the current traditional wiretaps by creating what appears to be merely static, something the Feds can't break into. For agencies like the NSA (National Security Agency), who depend on eavesdropping on a global level, the prospect of widespread encryption would make many of its procedures obsolete.  The argument is that terrorist organizations and sophisticated criminals would be presented with the unprecedented opportunity to communicate in complete secrecy.  Widespread commercial use of strong cryptology may hasten the inevitable loss of such intelligence sources, to the extent they are still flowing.  In addition, the United States no doubt derives valuable intelligence by analyzing vast quantities of unencrypted communications; a benefit that some observers believe could be preserved by preventing communications that are encrypted too well.


The second cause of the encryption laws is the US law enforcement's push towards lower encryption.  Encryption can be used to conceal criminal activity and thwart law enforcement efforts to collect critical evidence needed to prevent, solve and prosecute serious and often violent criminal activities, including illegal drug trafficking, organized crime, child pornography, and terrorism.  Computer technology has moved at a fast pace over the last ten years. Technological advancements have brought the price of powerful portable computers easily with the reach of most budgets. By way of example, the notebook computer used to write this essay has more computing power than the computers that helped put the first man on the moon.  According to a recent survey, 37% of all homes in the United States now have a computer and law enforcement agencies are rapidly becoming computerized as well. (Freeh)  It is unfortunate by file encryption has proven to be a mixed blessing for law enforcement agencies over the last several years. In some cases the 'crooks' have used encryption to block law enforcement access to their communications and computer files. As a result, dealing with encrypted files has become a serious case of hair pulling by law enforcement computer specialists.  FBI Director, Louis J. Freeh, has testified on several occasions and has pleaded for a balanced encryption policy.  As he puts it, "the enactment of any of these [anti export] bills, as drafted, would have a negative effect on National Security". Director Freeh also states that any balanced policy must include export laws. Without such laws he predicts the "adverse consequences... to public safety, crime prevention and effective law enforcement" will be "huge". (Freeh)


Finally, World War II caused many government officials to think twice about what would happen in the world if everyone could encrypt data to the point of being unrecoverable. World War II was the first war to be fought using high tech encryption.  By the time World War II began, several German and Polish companies had begun using mechanical encryption machines and these machines would have a great impact on the way both sides fought the war.  The machines themselves were called "rotor machines" (Hodges) and they were built with the express purpose of automating the reorganization of the alphabet.  As the war began, intelligence agencies began converting these commercial machines for military use.  In Germany, armed forces created a new set of variables and began transmitting secret messages.  This system, dubbed ENIGMA (Hodges), presented a serious challenge for England and the Allies.  In the United States, Alan Turing's work on the computer combined with England's cooperation with the US armed forces contributed much to US efforts to break the Japanese codes.  Using these codes, Naval Intelligence provided information that led directly to the pivotal American victory at Midway.  In many ways, encryption technology has had a profound effect on the single most important even of this century. As the United States government began to realize how accessible encryption technology would be, it also realized that many of its enemies would obtain the technology and this would, in turn, weaken national security.  Encryption technologies have thus become a target for stringent export restrictions. 

The United States government's need for national intelligence, law enforcement's need for recoverable data and information, and World War II's fight against encryption are all major contributors to the United States government's export laws governing high level encryption.  The US intelligence agencies, as well as the law enforcement agencies, must find other ways to gather foreign intelligence. These two steps must take place in order for national export laws to be relaxed. 
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